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Foreword

	 

	This is not a book about information security. Certainly not about IT. This is a book about hacking: specifically, how to infiltrate a company’s network, locate their most critical data, and make off with it without triggering whatever shiny new security tool the company wasted their budget on.

	Whether you are a wannabe ethical hacker or just an enthusiast frustrated by outdated books and false media reports, this book is definitely for you.

	We will set up a fake – but realistic enough – target and go in detail over the main steps to 0wn the company: building phishing malware, finding vulnerabilities, rooting Windows domains, p0wning mainframes, etc.

	I have documented almost every tool and custom script used in this book. I strongly encourage you to test them and master their capabilities (and limitations) in an environment you control and own. Given the nature of this book, it is ludicrous to expect it to cover each and every hacking technique imaginable, though I will try my best to give as many examples as I can while staying true to the stated purpose of the book.

	I will do a flyover of some concepts like IPSEC, TOR, and NTLM by briefly explaining how they work and what they mean in the context of the hacking scenario. If you feel like you want to go deeper, I strongly advise you to follow the links I offer near each item and explore the dark, fun concepts behind each technique and tool.

	Note: Custom scripts and special commands documented in this book are publicly available at www.hacklikeapornstar.com.
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Important disclaimer

	The examples in this book are entirely fictional. The tools and techniques presented are open-source, and thus available to everyone. Pentesters use them regularly in assignments, but so do attackers. If you recently suffered a breach and found a technique or tool illustrated in this book, this does in no way incriminate the author of this book nor imply any connection between the author and the perpetrators.

	Any actions and/or activities related to the material contained within this book is solely your responsibility. Misuse of the information in this book can result in criminal charges being brought against the persons in question. The author will not be held responsible in the event any criminal charges are brought against any individuals misusing the information in this book to break the law.

	This book does not promote hacking, software cracking, and/or piracy. All the information provided in this book is for educational purposes only. It will help companies secure their networks against the attacks presented, and it will help investigators assess the evidence collected during an incident. 

	Performing any hack attempts or tests without written permission from the owner of the computer system is illegal.

	 

	

		Safety first



	 

	 

	“I am a blank slate – therefore I can create anything I want.”

	Tobey Maguire
 

	 

	
If there is a section that most hacking books and blogposts currently disregard, it is the ‘stay safe’ section on hacking. In other words, they fail to detail the schemes and techniques a typical hacker can use to guarantee a certain level of anonymity and safety. You may be the best hacker in the world, but if you cannot control your footprint on the internet and correctly erase your trail, you will simply crash and burn.

	So before trying out new techniques, we will cover in detail how to stack up layers of security to ensure maximum protection. If you want to start hacking right away, feel free to jump to Section 3, but make sure you find the time to read this section at a later time.

	 

	
	1.1. Blank slate



	The single most effective rule for hacking safety can be summed up in seven words: ‘Start from scratch each and every time’. By “from scratch”, I mean get a new computer, new hotspot, new IP address, and new servers for each hack. Investigators will look for common patterns between attacks. They will try to piece small evidence together to obtain a bigger and clearer picture: ‘Did we see this IP in another attack? Which browser was it using at that time1? Which Gmail/Yahoo/Microsoft/Facebook account did it access?’.

	Do not think for a second that law enforcement agencies are working alone when conducting an investigation. They have access to a pool of information, ranging from your local Internet Service Provider’s record to social network sites’. To get a sense of the massive surveillance projects conducted by governments (the USA, France, Canada, UK, etc.) check out Edward Snowden’s story2 and prepare to be amazed.

	Starting afresh each time helps keeping a shroud of mystery around the artifacts gathered by an investigator, and will prevent them from combining elements to trace them back to your real identity.

	 

	
	1.2. Network anonymity



	The first corollary of the blank slate principle is to never use your home/university/work IP address. Never. Not even with two layers of anonymity on top of it. Always assume that at some point, a small glitch in the system could somehow leak your real IP to an investigator: a tiny detail you omitted, the limits of some technology, or NSA’s superpower intelligence systems. A small connection to the real world is all it takes to motivate a law enforcement agent to dig deeper, issue warrants, and pressure you to confess. We do not want that.

	 


First layer – Blend in

	Which IP should you use, then? I would strongly recommend public Wi-Fi hotspots like fast-food places (Starbucks, Olympus, McDonalds, etc.) or large public gathering places like malls, train stations, etc., as long as there are enough people to hide you from possible cameras.

	When accessing the Wi-Fi hotspot, they might ask you for personal information, but of course you can just enter any information you want. If they ask for mobile verification, choose another spot or use a prepaid SIM card – paid for in cash – if you have access to one.

	If they ask for email confirmation, use a ‘Yopmail.com’ account. It is a website that gives access to a mailbox in literally two seconds, which is quite useful for validation links and spam messages.

	 

	Second layer – Smuggle data like a ‘champion’

	The second layer of hacking safety is by far the most important one. It usually consists of a tunneled network that encrypts anything that travels in it and ideally maintains zero journals about who accessed which IP address.

	TOR3 is a free, open-source project that does just that. It is a network of servers that exchange encrypted information. For example, a request will leave your computer from France, enter the TOR network, get encrypted a few times, and leave from a server in China before reaching its final destination (Facebook, Twitter, etc.).

	[image: tor copy]

	The service visited (Facebook) cannot see the original IP address; they only see the IP address of the exit node. Since multiple people are using this exit node, it can quickly become very confusing for anyone investigating later on.

	The first node knows your real IP address (and thus your real location) but does not know which exit node your request will end up using.

	Given a big number of nodes available to bounce users’ requests, the chances of going through both a malicious entry and exit node seem pretty low. While that is true, there are still ways to break a user’s anonymity that have proven quite effective.

	Imagine a malicious website that injects code into your TOR web browser. The code installs malware that issues normal requests (that do not go through TOR) to a website controlled by the government. This effectively removes every layer of protection TOR was providing. Such scenarios are totally within the realm of intelligence agencies or serious corporations.

	Moreover, it has long been rumored that some federal agencies control a good deal of nodes on the TOR network, and can therefore correlate different information and statistics in order to uniquely identify TOR users; beware of the limits of this service.

	If TOR is not the best option for you, another way to go is a VPN provider – preferably a paid4 one so that you can ensure a certain level of quality.

	A Virtual Private Network (VPN) is an encrypted network between two or more machines. A VPN provider builds a tunnel between your workstation and one of their servers. Any request you issue from your browser will go through that server, hiding your real IP address in the process. 
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	Every request out of the computer is encrypted. Your local ISP will not know which traffic you are sending or which IP address you are contacting, which is quite useful for evading censoring programs put in place by government agencies.

	In this setup, of course, the VPN provider is the weakest link. It knows your original IP address and thus your location (even your name, if you paid with your credit card). Some VPN services, however, ensure that their servers are hosted in countries neutral to most law enforcement agencies and keep zero logs of what happens on their servers. Check out https://www.privacytools.io/ for some examples.

	 

	 Third layer – The last stand

	To recap, we are connected to a public hotspot and issue all of our requests through TOR or a VPN server.

	You may think that is perfect, but there is one major issue with this setup: the bandwidth is too slow to perform any real attack. Plus, the IP-masking techniques will make it difficult to use some tools and techniques later on (port scans and reverse shells, to list but a few).

	This is where our final piece comes into play: a Virtual Private Server (VPS) directly connected to the internet. We will control this server through our low bandwidth link and instruct it to issue heavy requests to targets using the large bandwidth at its disposal:
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	This VPS, named “Front Gun server” here, will of course be paid for in Bitcoin.5 (or any another anonymous cryptocurrency). Indeed, there is no evidence more compelling (and easier to track) than credit card data. You can find a list of providers accepting Bitcoin at the following URL6.

	This server can host any operating system you feel most comfortable with. For example, you can install Linux KALI7. It comes prepackaged with handy tools, saving you some trouble. Personally, I prefer to have both a Windows and a Linux machine for maximum flexibility. A way to achieve this is to have a Windows Box with a virtual machine hosting Linux KALI for instance.

	Suppose an investigator is tracking the attack. They will identify the IP of the Front Gun server and eventually seize it – if possible – or hack it to inspect incoming IP connections. These IP addresses will end up being VPN exit nodes used by hundreds or thousands of other users. The VPN provider is in a neutral country that does not keep logs or have access to credit card information. Even if by some miracle, they choose to cooperate with law enforcement and spy on their users, they will hand over a public hotspot IP address likely located in another country and used by thousands of users every day. This is all a long series of regressions, making the investigation less and less rewarding until eventually the cost outweighs the damage and (hopefully) the case is dropped.

	 

	
	1.3. System anonymity



	Since the Front Gun server is the one launching all attacks, that is where you should download and install all of your favorite tools. There is no need to keep anything on your local computer, thus dramatically lowering the chances of being affiliated with any malicious behavior.

	In fact, your local computer might only consist of a temporary operating system booted via a live USB key8. This way, any data even remotely tying you to the attack will be erased after every reboot.

	As for which Linux distribution to choose, if you are using TOR network, prefer WHONIX9 or TAILS10, which encapsulates all traffic inside the TOR network. Otherwise, Linux KALI might be the easiest option, though any Linux distribution will do, provided you can install the VPN client on it.

	 

	

		Getting in



	 

	 

	“There is a crack in everything, that’s how the light gets in.”

	Leonard Cohen

	 

	
 

	You found the perfect spot to anonymously obtain free internet, you have set up a TOR/VPN network, and you have a virtual private server to act as a Front Gun. You feel pumped; you are ready!

	Our (fake) target will be a corporation called Slash & Paul’s Holding. It is an investment bank that manages assets for some of the wealthiest clients in the world. They are not particularly evil; they just happen to have vast sums of money.

	Before launching our armada of tools and tricks on them, let’s stop and agree on our (un)holy goals:

	
		We want to get the CEO’s emails, because that is just a classic!

		We would also like to steal and sell business and HR data: account numbers, credit card data, employee information, etc.



	
		But most of all, we want to fly completely under the radar.



	SPH’s infrastructure, in a broad, simplistic way, probably looks something like the following:

	[image: network]

	This diagram is an oversimplification, of course, as the real network is probably much more intricate. But we will always find the same generic elements:

	
		A De-Militarized Zone (DMZ), hereafter called the Bluebox. It usually hosts internet-facing servers, which makes it by all standards an ‘untrusted’ zone, though some companies insist on granting it nearly full access to the internal network.

		A Greenbox, representing the internal network. It hosts workstations, business applications, emails servers, network shares, etc.



	And then there is the dark area – we simply do not know what is in there. It all depends on SPH’s network configuration. In an easy job, most critical servers will be hosted in the Greenbox, reducing the dark area to a small segment containing some cameras and phones. However, more and more companies are shifting towards protecting their most critical assets behind layers of firewall, creating multiple small, isolated networks.

	But let’s not get too far ahead, and focus instead on the immediate next step: building a warm nest inside the Bluebox above – or even the Greenbox, if we are lucky enough.

	We have several options to do that:

	
		Phishing. By far the most popular option; we will see why in a bit.

		Attacking a public server in the Bluebox. Harder, but efficient.

		Esoteric forms of social engineering requiring fake USB sticks, hardware implants, etc. We will leave that to really motivated hackers.



	 

	
	2.1. Gotta phish them all



	Phishing is the act of tricking a user into performing an action that will weaken the company’s security in some way: clicking on a link, giving away their passwords, downloading seemingly harmless software, wiring money to a certain account, etc.

	A classic phishing attack targets hundreds or thousands of users to ensure some level of success. Targeted phishing campaigns can achieve as high as 30%11 success. Some of the more stealthiest campaigns may target only a few key employees with highly customized messages, a.k.a. spear phishing.

	From a hacker’s perspective, a phishing attack is the go-to attack for a single, simple reason: if we succeed, we control a machine that sits inside the Greenbox. It’s like sitting inside the office with an account on the company network. Priceless!

	Now for our phishing campaign, we need a few key elements: 

	
		A list of employees and their email addresses.

		A nice email idea.

		An email-sending platform.

		A neat malicious file that gives us access to the user’s machine.



	Let’s deal with them in order.

	 

	 

Emails emails
emails

Nearly every company has a public
website we can browse to get basic information about its business,
areas of expertise, and contact information: generic email
addresses, phone numbers, etc.

A company’s email address is
important, in that it gives away two key elements:


	The domain name used by their
email service (which may or may not be the same as the official
website’s address)

	The email’s format: e.g., is
it ‘name.surname@company.com’ or
‘first_letter_surname.name@company.com’?



When visiting the web
page www.sph-assets.com/contact, we find
a generic contact address: marketing@sph-assets.com. This by
itself is not very helpful, but simply sending an email to this
address12 will get us a response from a real person working in the
marketing department.

[image: email]

Great. We get two valuable pieces of
information from this email:


	The email address format:
first letter of the surname followed by the first name:
pvilma@sph-assets.com.

	The email’s graphical chart:
default font, company’s color chart, signature format,
etc.



This information is key, because now
we only need the full name of people working there in order to
deduce their email address. Thanks to Facebook, Twitter, and
LinkedIn, this is a piece of cake. We just look up the company’s
page and find out which people like it, follow it, or share its
content.

An interesting tool you can use
to automate some of this process is TheHarvester13, which collects
email addresses in Google/Bing/Yahoo search results. Resorting to
social media, however, gives the most accurate, up-to-date
results.



Email content

For our phishing campaign, we want to
invite people to open a file that executes a malicious program.
Therefore, our email needs to be intriguing enough to push people
to open it right away, not just yawn and archive it.

Below, you will find a few ideas, but
I am sure you can come up with something more cunning:


	Latest reports showing a sharp
decrease in sales.

	Urgent invoice to settle
immediately.

	Latest Bloomberg
report.

	Shareholder’s survey
results.

	CV of a new manager to
interview.



The email’s content should be brief
and to the point, and mimic the corporate email format we
identified earlier. The email’s source address may be any
fictitious name you can come up with. Indeed, most email servers
will let you specify any source address without performing
appropriate verifications.

The internet has a great deal of
open SMTP servers that we can use to send emails freely, but we
could just as easily set up our own email server, which will
connect to sph-assets.com
and push phishing messages. A rather comprehensive
and automated tool to do this is Gophish14.

Follow the instructions on their
website to download and install the platform. Once you get it
running, you can begin creating your campaign.

We start by configuring the
‘Sending Profile’: the source email address and the SMTP server
(localhost). Ideally, we want an email address close to
IT_support@sph-assets.com, however,
there is a fair chance that SPH’s email servers forbids any
incoming email with a source set to xxx@sph-assets.com, which makes
perfect sense. All emails coming from ‘@sph-assets.com’ should
originate from within the internal network and not the
internet.

Hence, on the ‘Sending Profiles’
menu we need to specify another domain name, such as
sph-group.com.
This domain name does not need to exist for the email to be sent.
Do not bother creating it. Moreover, people don’t usually pay
attention to the email sender as long as we put an alias:
"IT Support"
<it-support@sph-group.com>

[image: gophish3]

We add users we want to target in the
‘Users & Groups’ menu, then move on to the ‘Email Templates’ to
write our message’s content:
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